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KeY: environment for verification of JavaCard programs.
Subset of Java for smartcard applications and embedded systems.
Universities of Karlsruhe, Koblenz, Chalmers, 1998—
Beckert et al: “Verification of Object-Oriented Software: The KeY
Approach”, Springer, 2007. (book)
Ahrendt et al: “The KeY Tool", 2005. (paper)
Engel and Roth: “KeY Quicktour for JML"”, 2006. (short paper)
Specification languages: OCL and JML.
Original: OCL (Object Constraint Language), part of UML standard.
Later added: JML (Java Modeling Language).
Logical framework: Dynamic Logic (DL).
Successor/generalization of Hoare Logic.
Integrated prover with interfaces to external decision procedures.
Simplify, CVC3, Yices, Z3.

We will only deal with the tool’s JML interface "JMLKeY".
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Verifying Java Programs

Extended static checking of Java programs:
Even if no error is reported, a program may violate its specification.
Unsound calculus for verifying while loops.
Even correct programs may trigger error reports:
Incomplete calculus for verifying while loops.
Incomplete calculus in automatic decision procedure (Simplify).
Verification of Java programs:
Sound verification calculus.
Not unfolding of loops, but loop reasoning based on invariants.
Loop invariants must be typically provided by user.
Automatic generation of verification conditions.
From JML-annotated Java program, proof obligations are derived.
Human-guided proofs of these conditions (using a proof assistant).

Simple conditions automatically proved by automatic procedure.

We will now deal with an integrated environment for this purpose.
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Dynamic Logic

Further development of Hoare Logic to a modal logic.

Hoare logic: two separate kinds of statements.

Formulas P, Q constraining program states.

Hoare triples { P} C{Q} constraining state transitions.
Dynamic logic: single kind of statement.

Predicate logic formulas extended by two kinds of modalities.

[C]Q (& =(C)=Q)
Every state that can be reached by the execution of C satisfies Q.
The statement is trivially true, if C does not terminate.

(O)Q (& -[C]-Q)
There exists some state that can be reached by the execution of C

and that satisfies Q.
The statement is only true, if C terminates.

States and state transitions can be described by DL formulas.
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Dynamic Logic versus Hoare Logic

Hoare triple {P}C{Q} can be expressed as a DL formula.

Partial correctness interpretation: P = [C]Q

If P holds in the current state and the execution of C reaches another
state, then @ holds in that state.
Equivalent to the partial correctness interpretation of {P}C{Q}.

Total correctness interpretation: P = (C)Q

If P holds in the current state, then there exists another state that
can be reached by the execution of C in which @ holds.

If C is deterministic, there exists at most one such state; then
equivalent to the total correctness interpretation of {P}C{Q}.

For deterministic programs, the interpretations coincide.
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A Calculus for Dynamic Logic .E {‘
[ ]

A core language of commands (non-deterministic):

X:=T ... assignment
G, G ...sequential composition
GuUG .. non-deterministic choice
c* .. .iteration (zero or more times)
F? ... test (blocks if F is false)
A high-level language of commands (deterministic):
skip = true?
abort = false?
X:=T
G; G
if Fthen Gielse G, = (F7,G)U((-F)?; G)
if F then C = (F%;C)U(=F)?
while F do C = (F?,O)%(=F)?

A calculus is defined for dynamic logic with the core command language.
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Advantages of Dynamic Logic

Modal formulas can also occur in the context of quantifiers.
Hoare Logic: {x = a} y:=x*x {x = aAy = a°}
Use of free mathematical variable a to denote the “old” value of x.
Dynamic logic: Ya:x = a = [y:=x*x] x =aAy = a
Quantifiers can be used to restrict the scopes of mathematical
variables across state transitions.

Set of DL formulas is closed under the usual logical operations.
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A Calculus for Dynamic Logic .ﬁ {‘
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Basic rules:
Rules for predicate logic extended by general rules for modalities.
Command-related rules:

e F[T/X]
FF [X=TIF
r F [GllGIF
I+ [G; G]F
[+ [Cl]F rF [CZ]F
r+ [C1UC2]F
M= F r = [C*(F = [C]F)
r+ [C*]F
r-F=c
r+ [F?7]G

From these, Hoare-like rules for the high-level language can be derived.
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Objects and Updates .E {‘

Calculus has to deal with the pointer semantics of Java objects.

Aliasing: two variables o, 0" may refer to the same object.
Field assignment o0.a := T may also affect the value of o’.a.
Update formulas: {o0.a - T}F
Truth value of F in state after the assignment 0.a:=T.
Field assignment rule:
N+ {oa« T}F
It [o.a:=TIF
Field access rule:
MNo=o F F(T) T,o#0 F F(0.3)
It {o.a« T}F(0.a)

Case distinction depending on whether o and o’ refer to same object.
Only applied as last resort (after all other rules of the calculus).

Considerable complication of verifications.
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A Simple Example * *
.

Engel et al: “KeY Quicktour for JML", 2005.

package paycard; /*@
@ public normal_behavior
@ requires amount>0 ;
@ assignable
/*@ public instance invariant @ unsuccessfulOperations, balance;
[¢] log != null @ ensures balance >= \old(balance);
@ && balance >=0 @x/
Q@ && limit >0 public boolean charge(int amount) {
@ && unsuccessfulOperations >=0; if (this.balance+amount>=this.limit) {
@x/ this.unsuccessfulOperations++;
return false;
} else {
this.balance=this.balance+amount;
return true;

public class PayCard {

/*@ spec_public @x/ int limit=1000;
/*@ spec_public @/
int unsuccessfulOperations;
/*@ spec_public @/ int id; }
/*Q@ spec_public @+/ int balance=0; }
/*@ spec_public @x/
protected LogFile log; c.
}
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The JMLKeY Prover .E {‘

L]
File View Proof Options Experimental About
[ » | [Runz3, simpiiny, viess, oV prune proor] [ 9 keuse| [ m]E]
Tasks inner Node
Env. with modlel . @1:19:50 P #1 \<{method-frane (source=Tinsearch.Main): {try { {} =
& EnsuresPost (insearch. Main::search, JML operation ¢ if (b.6) {
it Cali=5a
< I » £t
K ! = G=itls 0
Proof Seaieh Ste-reuy) [ Rules |
Proof | Goals | User Constraint | s =i O_ava' ensTnowe et A1) =
—_——————— exc_l=true;
Proon: thrownExc=e#4;
Proof Tree il
B @8 Normal Execution (_a != null) A
i Invariant Initially Valid = TRUE
B @ Body Preserves Invariant and Decreases R ERER S
B @l alength >= 1 +i.0 TRUE ) Proved 7=thrownExc==nuil;
e ® Statistics: * 7 {
Nodes:1516 (24 gh —
. row new java.lang.NullPointerExcepti
i) }  cateh (java.lang.Throwable &) {
exc=e;
=-1TRUE
lormal Execution (.a |
ull Reference (_a = ny ]
dex Out of Bounds (_; if (thrownExc instancecf java.lang.Throwab
= ~1FALSE Java.lang.Thronable
e—thrownExc
exc=e;
length >=1 + i_OFALSE 3
© @ Use Case else {
8 Null Reference (_a = null) throw  thrownExc;
7
He € € exc = null
- result = -1
& \forall jint j; il
AR E
il I T | [ 1 I |
KR suateay: Applied 497 rules (1.9 5), dosed 10 goals, 0 remaining
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A Simple Example (Contd) .ﬁ {-

Choose in Menu “File/Load” a package directory or a KeY file.

// paycard.key
// This file is part of KeY - Integrated Deductive Software Design
// Copyright (C) 2001-2009 Universitaet Karlsruhe, Germany

// Universitaet Koblenz-Landau, Germany
// Chalmers University of Technology, Sweden
//

// The KeY system is protected by the GNU General Public License.
// See LICENSE.TXT for details.

\classpath "classpath";
\javaSource "paycard";

\chooseContract;

Needed (only) to look up sources of system classes.

Wolfgang Schreiner http://www.risc.jku.at 12/25



A Simple Example (Contd’2)

Classes and Operations
-
¢ [ payrard
o= D CardException
o [ chargell
o D IssueCardUl
D LimitedintContainer
o [ LogFile
o D LogRecord
¢ [ Paycard
<init> ()
<init>(int limit
charga(int amounty
— available()
infoCardMsgQ

o [T PayCard)unior
o [ start

Proof Olgaluns
StrongOperationContract
Preservesiny
PreservesOwniny

[EnsuresPost

RespecisModifies
SpecificationExtraction
PreservesGuard

| st proor || Cancel

Generate the proof obligations and choose one for verification.

Wolfgang Schreiner
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A Simple Example (Contd’4)

[ Contract | Assumed i

Centradts for “charge”

pre amount > (jint)(0

modifies [*}
termination diamond

IML nermal_behavior operation contract (id: 19)

) .
post self balance > = balanceAtPre_0(sell) & exc = null

Display the chosen proof obligation and start the proof.
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N o A Simple Example (Contd’5)

14/25

iew Proof Options Tools

DO

K Run simplify | | = GoalBack | Reuse
Tasks

Env. with model paycard@10:00:47 Al #1
@ EnsuresPost (paveard.PayCard: charge, JUL normal |

[T Il I ]

Current Goal
> P_U.ba LS = P_U. UM UG dy LI UG LU LR U et e

& \forall paycard.PayCard p_0;
( p0.<createch = TRUE & 1p.0 = null
->  p.0.7og.currentRecord < p_0.Tog.logArray. Tength
& ( p0.Tog.currentRecord >= (§int)(0)

Proor Search Suateay | Rules |
Proof Goals User Constraint

Proor

[IProof Tree

ﬁ 1:OPEN GOAL

& ( 1p0.7og.TogArray = null
& \forall jint 1;
0 <=1 &1 <= p_0.70g.TogArray . Tength
-> 1p_0.10g.TogArray[i] = nu11)
& paycard. LogFile.TogFileSize = p_0.1og.TogArray. Tength
m
& \forall paycard.PayCard p_0;
(p_0.<created> = TRUE & lp_0 = null => p_0.balance >= (int)(0))
& \forall paycard.PayCard p_0;
(p_0.<created> = TRUE & 1p_0 = null => p_0.Tinit > (Fint)(©))
& \forall paycard.PayCard p_0;
( pO.<created> = TRUE & Lp_0 = null
-> p_0.available@(paycard.PayCard)O) >= (3int)(0))
& \forall paycard.PayCard p_0;
(  pO.<created> = TRUE & Lp_0 = nul1
- p_0.unsuccessfulOperations >= (int)(0))

& (self.<created> = TRUE & lself = null)
& inInt(anount)
& anount > (§int)(@)
-> {_anount:=amount ||
\for paycard.PayCard x; balanceAtPre_0(x):=x.balance}
\<{

exc=nulTstry {
self.charge(_anount)@aycard.PayCard;

} catch (java.lang.Throwable e)
exce;

i
1> (self.balance >= balanceAtPre_0(se1f) & exc = null)

[E!

K

Integrated Deductive Software Design: Ready

The proof obligation in Dynamic Logic.

Wolfgang Schreiner
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inReachableState

-> \forall int amount_lv;
{amount :=amount_1v}
\forall paycard.PayCard self_PayCard_lv;
{self_PayCard:=self_PayCard_lv}
{_0ld13:=self_PayCard.balance}
( !self_PayCard = null
& self_PayCard.<created> = TRUE
& amount > O

& (

rrreeR

> \<{ {

!self_PayCard.log = null
self_PayCard.balance >= 0
self_PayCard.limit > O

self_PayCard.available@(paycard.PayCard) () >= 0
self_PayCard.unsuccessfulOperations >= 0)

self_PayCard.charge (amount)@paycard.PayCard;

}\> self_PayCard.balance >= _o0ld13)

Press button “Start”
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(green arrow).
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A Simple Example (Contd’6) .E Z A Loop Example '& {‘

d .
e BEE public class LogFile { /*@ public normal_behavior
File View Proof Options Tools About
[ Rum simpiey| = prume proor | mlmE @ ensures
Tasks nner Node /*@ public invariant @ (\forall int i; O <= i && i<logArray.length;
L —. F @ logArray.length ¢ loghrray[i].balance <= \result.balance); */
inReachableState . . .
o g I I [ Veral pmear pacard 03 @ == logFileSize && public /*@pure@x/
p_O.<created> = TRUE & {p_0 = nulT . . .
oot Searh Srateay | Rules > 1p.0.Tog = nu1l) @ currentRecord < logFileSize LogRecord getMaximumRecord(){
Proof Goals ‘ ‘um Cons &i\forallipaycatd PayCapd[pia;
Proor L i @ &% currentRecord >= 0 && LogRecord max = logArrayl[0];
* A G T @ \nonnullelements(logArray); int i=1;
= Bt d X h
e 1 "’“"""“"‘ o esice) @/ /*@ loop_invariant
4iinint Proved. 0;
5 _and_3 St £ & 1p 0= nuiT 2 s = . =
e e ) | prlvat? /f@ spec_l:?ubl:'Lc @x/ @ 0<=i &% i <= logArray.length &&
i pranches: 12 o7 o0 urrentRecardizbatanca static int logFileSize = 3; @ max!=null &&
SrandLeft & Ip 0= 17 . . . . s . s
Toandlet _ I = private /*@ spec_public @*/ @ (\forall int j; O <= j && j<i;
1liandLeft < p_0.log.logArray.Tength . )
L2ader R e int currentRecord; @ max.balance >= logArray[jl.balance);
Sy & \ratt Jine private /*@ spec_public @*/ Q@ assignable max, i;
& i .
17 anaben & L,a.wg.wgr?y.ungtg LogRecord[] logArray = @ decreases logArray.length - i; */
18:andLeft => !p_0.7og.TogArray[i] = null. . . . .
1casdel &_paycardilagiie, legriiesice new LogRecord[logFileSize]; while(i<logArray.length){
Sranoa e e o LogRecord 1lr = logArray[i++];
i L e ey .. if (lr.getBalance() > max.getBalance())
ZH =] ] (  p_O.<created> = TRUE & Ip_0 = nulT Ll
- om0 Tdmit s (3int)0)) =l max = 11-;
KE Strateay: Applied 719 rules G.6 e, closed 12 goals, 0 remaining }
return max;
Proof runs through automatically. }
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A Loop Example (Contd) N A Loop Example (Contd’2) N2

Classes and Operations Proof Obligations “Contract | Assumed
= Glavation Cantrist Contrats for "getMaximumRecord”
lj rongtiperatjononird JML normal_behavior operation contract (id: 12)
§ 3 paycard Preservesiny
pretrue
o [ cardException PreservesOwniny post \forall Jint §; ( (im)(0) <=1 & i < self.logArraylength & inint() -> selflogArray(i] balance <= result balance) & lresuit = null & exc
EnsuresPost modifies {}
Lo Chargell
I % RespectsModifies terminayion dlgmond
\ssu.eCardUI . SpecificationExtraction -JML operation conuract dd: 11)-
D LimitedIntContainer PreservesGuard e thiie
LogFile postirue
g <iﬁit>0 modifies )
termination diamond
addRecord(int balance)
+ petMaximumRecord(
demai)

mainistring args[])
o D LogRecord
o [ Paycard
[ D PayCardunior
o [ stan

[« 1L I [b]

Start Proof | | Cancel

Press button “Start Proof”. Press button “OK".
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A Loop Example (Contd’3)

T KeY - prover
File View Proof Options Tools

[»] [l runsimpniry] = Goarsac 5 reuse

DOEI

Tasks
§ EnsuresPost (paycard PayCard: charge, JML normal_|
With modlel paycard@10:00:47 AM #2

& EnsuresPost (paycard. LogFi
[eLT I

I 1ol

Current Goal

inReachableState
& \forall paycard.LogFile p_0
(p_0.<created> = TRUE & !p_0 = null => 1p_0.Toghrray =

Proor Seanch susieny | Mules
Proof

[ Goals User Constraint
Proof

EProof Tree
@ L:OPEN GOAL

& \forall paycard.logFile p_0;
(p_0.<created> = TRUE & 1p_0 = null => 1p_0.a = nul1)
& \forall paycard.LogFile p_0
(p_0.<created> = TRUE & 1p_0 = null => 1p_0.b = nul1)
& \forall paycard.logFile p_0
( pO.<created> = TRUE & 1p_0 =
pO. n:gArray Tength = paycard.LogFile.TogFileSiz
& .currentRecord < paycard. LogFile.logFileS
W p_0.currentRecard >= (§int)(0)
& ( 1p0.loghrray = null
& \forall jint i;
( 03%=1 &1 <= p0.logArray.Tength
- 1p.0. 1ngArray[1] nu11)))
& (self.<created> = TRUE & lself =
-> \<{

exc=nullitry {
result=self.getMaxinunRecord()@paycard. LagFile;
} catch (java.lang.Throwable e) {
exce

> C \forall jint 1;

> self.logArray[i].balance <= result.balance)
& lresult = null
& exc = null)

nu11)

3
ize

(Gint)(0) <= 1 & i < self.TogArray.length & inInt(i)

K

Integrated Deductive Software Design: Ready

Press button “Start” (green arrow).
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A Loop Example (Contd’5) *
e =
File View Proof Options Tools About
[»] [ runsimpity | [ I Goat Back reuse| - [m|m]E]
Tasks Current Goal
§ Ensurespost (payeara Paycard:-charge, JMLnormal 42| | \fora1 payeard.Logrile por T T B
With model paycard@10:00:47 AM #2 (p_0 = null | Lp_0.<created> = TRUE | p_0.currentRecord >= 0),
& EnsuresPost (paycard. LagFil =] | \forall paycard.logFile p_0;
(KT I I 1] (p_0 = nul1 | !p_O.<created> = TRUE | p_O.currentRecord <= 2),
self.TogArray.length = 3,
Proof Search Strategy | Rules | \forall paycard.LogFile p_0;
| Proof Goals User Constraint (p_0 = nul11 | !p_O.<created> = TRUE | p_0.logArray.length = 3),
Open Goals \forall paycard. LogFils p_
\forall jint i;
® selflogArrayli_Olbalance <= max_Oibalance, ¢ o
@ selflogArray. <created> = TRUE, i.2 <=2, | p_0 = numl *
1+ 4
@ 1 g0atmas been ciosed
se1f.Toghrray[i0] = null,
trie
& ( true
= =10 11 vassenas Olonen 0Ci, 120
& ¢ Gfint) Q1+ i0) >=
& C st Toghrray. mngm >= (JAnt)(L + 1.0)
14
& ( max_0. <created> = TRUE
& \Furaw Jint i3
<1
(3= im0 s10)
| self.logArray[j].balance nax_0.balance))))
& inReachableState))
[T I o] T I D]
KE2Y SIMPLIFY: 3 goals processed, 1 goal could be dosed!
Press button “Start” (green arrow)
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A Loop Example (Contd’4)

File View Proof Options Tools

[»] [ Runsimpity | [ I, Goat Back Reuse

O0E]

Tasks

§ Ensurespost (payeard PayCard e L noral)
With model paycard@10:00:47 Al #:

i =]

ﬁ EnsuresPnst (paycard L
Il I 1»]

Proof Search Swrateay | Rules |
| Proof Goals User Constraint

Open Goals
| selflogArrayli_Olbalance <= max_C.balance,
& selflogArrayli_Olbalance >= 1 + max_O.balal
® selflogArray.<created> = TRUE, i_2 <=2, {t

[ I |

Cunent Gl
G| Sk ey amie = A | S G,
\furaw paycard LugFﬂe p_0;
(p0 = | 1p_0.<created> = TRUE | p_O.currentRecord >= 0).
\forall paycard LngFﬂe p_0;
(p_0 = null | p_O.<created> = TRUE | p_O.currentRecord <= 2),
<1F Toghrray.Tength = 5.
\forall paycard.LogFile p_0;
(p_0 = null | !p_O.<created> = TRUE | p_0.logArray.length = 3),
\forall paycard.logFile p_0;
\forall jint 1
€ 9<=-1
| pO = run
| lp_D.<created> = TRUE
| p_O.TlogArray.Tength <= -1 + 1
| tp_o. mgArray[w] nuln),
self.<created> = T

null,
self.logArray = nul
sev mgArray[w o] =t

& ( true
= {i:=1.0 || nac:=nax O}armrv 0(i, max)
& C Gint)( +9.0) >=
& ( self.TogArray. '\ength >= (Fint)(L + 1.0}
& ( lmax_0 = null
& ( max_0.<created> = TRUE
& \forall jint j;

gt

[ 3 >= (Gint)(L + i.0)

| self.logArray[j].balance <= max_0.balance))))
& fnReachableState))

[4] L I

K Strateay: Applied 1000 rules G.3 se, closed 18 goals, 3 remaining

Press button “Run Simplify”.

Wolfgang Schreiner
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A Loop Example (Contd’6)
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oI KeYieProver
File View Proof Options Tools

£, Run Simplify

Tasks

§ EnsuresPost (paycard FayCard:charge, JML normal.
with model payrard@10'0047 AN #2
@’ EnsuresPnst (payeard LogFil

Il I 1»]

=]

Proot Search Strateay | Rues |
Proof Goals User Constraint

Open Goals

[T Proof closed

U = i

| !p_O.<created> = TRUE

I . oArray.Tength = 3),
\ﬂmm paycard. togri e p.0
\forall jint i
i =1

| p_0 = null

[ 1p_0.<creatsds = TRUE

1 p . TogArray.Jength

p_0.TogArray[i] =
se7f.<cr=ateﬁb TRUE

Inner Node
Cop

® Proved.
Statistics:
4

Nodes:1:
Branche:

inon_0(i, max)

—regrrrEyTrength >= Gint)(1 + 1.0)
& ( nax0 = null

& ( wmax 0, <created> TRUE
& \forall jin
<~ 71
13 >= Gint)@ + i_0)
|~ self.logArray[3].balance
<= nax_0.balance))))
& inReachableState))

Node N 1021

Upcowing ruTe appTication:
concrete_and_1

K Strateay: Applied 348 rules (L1 se0, closed 8 goals, 0 remaining

Verification is successful.
Wolfgang Schreiner
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Summary E.I(

Various academic approaches to verifying Java(Card) programs.
Jack: http://www-sop.inria.fr/everest/soft/Jack/jack.html
Jive: http://www.sct.ethz.ch/research /jive
Mobius: http://kind.ucd.ie/products/opensource/Mobius
Do not yet scale to verification of large Java applications.
General language/program model is too complex.
Simplifying assumptions about program may be made.
Possibly only special properties may be verified.
Nevertheless helpful for reasoning on Java in the small.
Much beyond Hoare calculus on programs in toy languages.
Probably all examples in this course can be solved automatically by
the use of the KeY prover and its integrated SMT solvers.
Enforce clearer understanding of language features.
Perhaps constructs with complex reasoning are not a good idea. ..

In a not too distant future, customers might demand that some critical
code is shipped with formal certificates (correctness proofs). . .
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